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The Obligatory Disclaimer

Opinions stated are those of the presenter.  Any reference to specific 
products or companies herein does not constitute an endorsement of 
products and services.  The subject matter supplied in this presentation 
is not intended to provide legal advice or guidance with respect to 
specific facts, requirements or situations.  You should seek the advice 
and involvement of your own legal counsel and compliance department 
to assist in implementing an effective program for managing 
compliance and risk requirements pertaining to your organization.
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ACH 101 ςThe Basics

Number 1 ACH Rule

ωOriginators who send credit or debit 
entries into the ACH Network MUST 
obtain the proper authorization BEFORE 
initiating the transaction

LǘΩǎ ǘƘŀǘ ǎƛƳǇƭŜΣ ǊƛƎƘǘΚ



Why is Authorization Important?

ωGenerally, there are 3 reasons a person 
can dispute ACH charges to their account

1. It was never authorizedby the account 
holder

2. It is for an amount different that 
authorized

3. It was processed on a date earlier than 
authorized
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What is Authorization?

ωwww.dictionary.comdefinition:

1. the act of authorizing. 

2. permission or power granted by an authority; sanction. 

3. a legislative act authorizing money to be spent for 
government programs that specifies a maximum spending 
level without provision for actual funds. 

ωNACHA Definition - A written agreement with the originating 

company signed or similarly authenticated by an employee or customer to 
allow payments processed through the ACH Network to be deposited in or 
withdrawn from his account at a financial institution.  Can also be a written 
agreement that defines the terms, conditions and legal relationship 
between trading partners.  For ACH Credits entries, authorization may also 
be verbal or other non-written means.  (Source:  2010 ACH Rules - ACH Primer 15)

http://www.dictionary.com/


But How Do You Know I am Who I 
Say I Am?



Authorization vs. Authentication

Permission  

versus

Verification



LƳǇƻǊǘŀƴǘ ǘƻ /ƻƴǎƛŘŜǊΧΧΦ

ωAuthentication, as we will discuss, is based on 
identity

ωIdentity and the ability to authenticate is important 
to authorization

ωImportant concept: identity has a context



Authentication Defined

ωwww.dictionary.comdefinition:

1. to establish as genuine. 

2. to establish the authorship or origin of conclusively or 
unquestionably, chiefly by the techniques of 
scholarship: to authenticate a painting. 

3. to make authoritative or valid. 

ωDefinition per FFEIC IT Examination Handbook

ωThe process of verifying the identity of an individual user, 
machine, software component, or any other entity.

http://www.dictionary.com/


!ǳǘƘƻǊƛȊŀǘƛƻƴ ƛǎΧΧΧΧΦΦ

ωAuthorization confirms:

ÅContractual agreement, (i.e. funds transfer)

ÅConsent of individual

ÅAuthority of Originator

ÅKnowledge by both parties

ωExamples of authorization statements

ÅάL ŀǳǘƘƻǊƛȊŜ ǘƘƛǎ ŘŜōƛǘ ǘƻ Ƴȅ ŀŎŎƻǳƴǘέ

ÅάL ƘŀǾŜ ǘƘƛǎ ŀǳǘƘƻǊƛȊŀǘƛƻƴ ǘƻ ŘŜōƛǘ Ƴȅ ŎǳǎǘƻƳŜǊΩǎ 
ŀŎŎƻǳƴǘέ



Authorization DOES NOT Confirm 
Identity 



!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎΧΧΧΧΧΧΧΦ

ωAuthentication confirms identity

ωExamples of authentication statements

ÅάL ŀƳ YŀǘƘȅ ²ƘŜŜƭŜǊέ

ÅάL ŀƳ YŀǘƘȅ ²ƘŜŜƭŜǊΣ ƻǿƴŜǊ ƻŦ ǘƘƛǎ ŀŎŎƻǳƴǘέ

ÅάL ŀƳ YŀǘƘȅ ²ƘŜŜƭŜǊΣ ŜƳǇƭƻȅŜŜ ƻŦ tǊƻŦƛǘ{ǘŀǊǎέ 

ωAuthentication always has a context

Åin the case of ACH debits, origin or source of payment 
authorization



Authentication DOES NOT confirm
Assent or Agreement


